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1	Decision/action requested
This contribution provides a security enhancement on the parameter exchange between MN and SN.
2	References
[1]	S3-24g1, draftCR on Security for Selective SCG Activation
[2]	TS 33.501, Security Architecture
3	Rationale
A draftCR (S3-235100, [1]) was agreed in SA3#114 (Chicago,USA) for the potential details of security for Selective SCG Activation inclusive the relevant message flow.

This discussion paper is analysing and discussing security enhancement for parameters that are going to be exchanged between MN and SN, and it is discussing the system behaviour in case of a single or continuous SN counter mismatch.


3.1 Enhancement for parameter exchange between MN and SN
The basic principle for the derivation of KSN is depicted in Figure 1. 

Figure 1: KSN Key Derivation Function


The input parameters for the derivation of the KSN are the KgNB, the SN Counter value and other constant value as defined in Clause A.16 of [2].
According to the latest version of the draftCR [1], both the KSN and the SN Counter value will be transferred from the MN to the target SN.
Observation 1: The transmission of these two parameters is basically creating a vulnerability that could be used by a Man-in-the-Middle (MitM) or an adversary/false SN entity. In this case, an adversary recipient of these two values could run reverse engineering with the aim to obtain the KgNB.
Proposal 1: The MN is generating the KSN as defined by above Figure 1 and is thereafter mapping the SN Counter value to a Key-ID and is sending the list of KSN together with corresponding Key-ID to the SN. Should sometime later the SN have a Key-ID it can select the corresponding KSN for further processing.

3.2 SN counter mismatch
Basic procedure according to the message flow depicted in [1]:
The UE is selecting a SN counter value and is sharing this value to MN (Step8) for further relaying to the target SN (Step9). The target SN is comparing the expected value with the received (Step10) and in case of a mismatch, the target SN is configuring the received value. The target SN and UE will successfully connect.
Observation 2: The UE successfully connects to the target SN but has no knowledge of the SN counter correction. In later connection attempts the UE will select the next free SN counter, will send it to the target SN, the target SN compares the expected and received value and will have to make a correction.
Proposal 2: The target SN informs the MN about the correction, giving the MN the opportunity to decide whether to notify the UE or whether to trigger a key-list refresh.
4	Detailed proposal
SA3 is kindly requested to consider above proposal for normative text of TS 33.50. For details, please refer to the draftCR S3-240311 [1].
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